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Key Findings

* Lots of security incidents at critical infrastructure
organizations

* Some due diligence of IT vendors*

e Software security gaining momentum but still
immature*

 Critical infrastructure organizations want more help
from the federal government*

* Broad range of security behavior across the board
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Demographics

* Survey of 285 security professionals working at
organizations in “critical infrastructure” industries
= 500 employees to over 20,000 employees

= Biggest vertical representation: Financial services, health
care, process manufacturing, and telecommunications

= Heavily regulated firms

= 26% of respondents, “very familiar” with cyber supply
chain security
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Rating of Current Cyber Security Threat Landscape

How would you rate the current cyber security threat landscape compared to
the threat landscape 24-36 months ago? (Percent of respondents, N=285)

The threat landscape

is much better today Don’t know/no
than it was 24-36 opinion, 4% The threat landscape
months ago, 2% is much worse today
\ than it was 24-36
The threat landscape

months ago, 28%

==

\

is somewhat better
today than it was 24-
36 months ago, 6%

The threat Iandscape/

is about the same
today as it was 24-36
months ago, 20%

— 68%

The threat landscape —
is somewhat worse

today than it was 24-

36 months ago, 40%
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Security Breach Incidents

Has your organization experienced a security breach(es) over the
past 24 months, by cyber supply chain segmentation (Percent of

- respondents)
53%
Suffered at least one security 3%
breach in the last 24 months ? Weak cyber
I 7o supply chain
security
] (N=96)
35%
Suffered no breaches in the last 50% Marginal
24 months cyber supply
- 12% chain
security
] (N=103)
11% W Strong cyber
Don't know/prefer not to say 7% supply chain
security
F 9% (N=86)
0% 20% 40% 60% 80% 100%
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Consequences Of Security Incidents

Which - if any — of the following consequences did your organization
experience as a result of this security incident(s)? (Percent of respondents,
N=220, multiple respondents accepted)

Significant IT ti I needed f
o e o |

remediation

Lost productivity [N £0%
Disruption of business process [ NN 3%
Disruption of business applications or IT |
P PP I 3 1%

system availability

Termination/prosecution of employees [ GGG 2%
Loss or unauthorized use of confidential |
I 2%

data

Criminal investigation || NG 13%
Our organization was forced to publicly- |
sane U I 16%

disclose a data breach incident

None of the above F 3%

0% 10% 20% 30% 40% 50%
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Vendor Due Diligence

1. Population that always @

audit the security of their
strategic software vendors

31%
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Total survey population of 285 = 100%

2. Population that follows step
#1 and also uses a standard
audit process to assess all
strategic software vendors

13%

3. Population that follows step

#1 and #2 and also has a policy
whereby the results of IT vendor
security audits have a “significant
impact” on procurement decisions

10%
8




Software Development Efforts

Does your organization write its own software in order to develop custom
business applications for its own internal use? (Percent of respondents,
N=285)

Don’t know, 1%

\ Yes, our organization
No, 14%

— develops a significant
amount of software
for internal use, 35%
/
Yes, our organization
g \

develops a small
amount of software
for internal use, 16%

\Yes, our organization
develops some
software for internal
use, 33%
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Confidence Level in Internally-Developed Software

In general, how confident are you in the security of your organization’s
internally-developed software (taking into account considerations such as
secure design, attack surface area, coding quality, vulnerabilities, etc.)?
(Percent of respondents, N=242)

Don’t know/prefer

) not to say, 1%
Not very confident,

4% T

_—

Neutral, 12%

/Very confident, 36%

Somewhat confident,__——
48%
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Security Incidents With Internally-Developed Software

To the best of your knowledge, has your organization ever experienced a
security incident directly related to the compromise of internally
developed software? (Percent of respondents, N=242)

Don’t know/prefer

not to say, 14%
\ /Yes, 30%

No, 57%/
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Security Activities and Software Development

Does your organization currently include any of the following security activities as part
of its software development process? (Percent of respondents, N=242, multiple
respondents accepted)

Add application firewalls to our infrastructure — 49%

Require a secure software development lifecycle process as _ 379
(o]

a corporate standard

Include specific security testing tools (i.e., source code
N 36%

checkers, fuzz testing tools, etc.) as part of software testing

Hire developers or development managers with secure _ 36%
0

software development skills

Provide secure software development training to internal _ 33%
(o]

software developers
Measure our software security against publicly-available _ 30%
standards (e.g., SANS Top 20, OWASP Top 10, etc.) °

Hire third-party consultants to test the security of our _ »6%
(o)

internally-developed software

None of the above — we do not take any of these software
. L 4%
development security measures at this time

0% 10% 20% 30% 40% 50% 60%
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Scope of Secure Software Development

Which of the following best describes the extent of your organization’s
secure software development initiatives? (Percent of respondents, N=189)

Secure software
development Don’t know, 2%
processes and

procedures are not
mandated and are an
opt-in initiative only,
10%

Secure software
development
processes and

procedures are an
enterprise mandate,
38%

Secure software

development
processes and
procedures are a

departmental and/or
line-of-business
mandate, 50%
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Why Secure Software Development?

In general, what would you say were the major reasons why your
organization has chosen to establish a secure software development
program? (Percent of respondents, N=189, multiple respondents accepted)

General security best practices (e.g., minimize — 599
security threats and vulnerabilities) °
To achieve regulatory compliance _ 43%
To improve corporate governance _ 38%

We believe that secure software development will

help us save money on software maintenance and _ 35%

emergency fixes in the future

Customers demand that we do this _ 29%

In anticipation of new legislation that will
22%
mandate that we do so

0% 10% 20% 30% 40% 50% 60% 70%
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Why No Secure Software Development Program?

To the best of your knowledge, why has your organization chosen not to establish any
form of secure software development program? (Percent of respondents, N=29,
multiple respondents accepted)

We believe our software developers already know how to — 41%
(o)

develop secure software

We do not believe we have a software security problem ||| N ¥ RN 35
We test the security of software in our SQA processes || NG 32

It is too difficult to train software developers on secure
- - I 4%
coding best practices

We haven’t been able to find training/education programs |
B/eclucation PTOSTams . 10
for secure software development in our area
Secure software development is too costly [ 10%

We rely on third-party consultants to assess the security of - 29
our software °

We don’t believe that software developers should worry 29
about security F °

0% 10% 20% 30% 40% 50%
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Federal Government Involvement Preferences

Please complete the following statement by selecting one of the responses
below. In my opinion, the U.S. Federal Government: (Percent of

Should be respondents, N=285)

significantly less
active with cyber
security strategies

Don’t know/no
and defenses, 1% / Should be

opinion, 3% .
significantly more
‘ active with cyber

security strategies
and defenses, 31%

Should be somewhat
less active with cyber
security strategies
and defenses, 3%

Has the appropriate
level of activity with
cyber security
strategies and
defenses, 21%

 ——— Should be somewhat

more active with
cyber security
strategies and

0
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Actions the Federal Government Should Take

* 42%: Create and publicize a “black list” of vendors with poor
product security.

* 42%: Find better ways to share security information with the
private sector

* 39%: Enact more stringent cyber security legislation along the
lines of PCI

* 39%: Provide incentives (i.e. tax breaks, matching funds, etc.)
to organizations that improve cyber security

* 36%: Amend existing laws to hold IT vendors accountable for
security problems associated with their products
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* Many critical infrastructure organizations remain vulnerable
* Cyber supply chain security is still a niche activity
* Vendor assessments remain limited

= |Tindustry getting a “free pass”

* Software assurance is an “elite” activity
= “Band-aid” approaches most popular
= Need more best practices and training
= Need more industry and government leadership
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